
Out of the frying pan…
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…into the fire
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2003: Safari blocks 3P cookies

2013: (not provided)

2018: GDPR

2020: Schrems II

2020→: Chrome 3PC sunset

2017: Intelligent Tracking 
Prevention



Google Analytics 4



You should have stopped with the pain



I. Cookie expiration (WebKit)

II. Consent Mode (Google)

III. First-party data (AdTech)

IV. Server-side tagging (Google)

V. Analytics without GA4 (Piwik PRO, Amplitude, BigQuery…)

2024 and onwards



Cookie expiration

@SimoAhava from @Team_SimmerDigital Analytics Summit
10 Oct 2024

How dare they



https://webkit.org/tracking-prevention/
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Digital Analytics Summit
10 Oct 2024

@SimoAhava from @Team_Simmer

WebKit has yet to reveal its deadliest feature…



https://github.com/privacycg/is-logged-in



https://support.google.com/analytics/answer/10710245?hl=en



WebKit has far more resources available for 
making sure that cross-site tracking dies than what 
you have available for circumventing its tracking 
prevention policies.



Consent Mode
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More lipstick on a pig



Source: Google webinar



BASIC Consent Mode: 
1. Consent Default: All denied
2. Consent Update
3. Tags that use granted storage fire
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BASIC Consent Mode: 
1. Consent Default: All denied
2. Consent Update
3. Tags that use granted storage fire

ADVANCED Consent Mode:
1. Consent Default: All denied
2. Tags fire
3. Consent Update 

Only consent granted data
No behavioral modeling
Limited conversion modeling

Unrestricted data flow
GDPR / ePD?
Full modeling capabilities



Unrestricted data flow



Unrestricted data flow



Why do “anonymous” pings permit…

User Agent / Client Hints

User ID

Transaction ID
Event Parameters

User Properties

Geolocation



Pros Cons

Passes the Simo-test

Does what it promises regarding storage 
access

The model hides the individual

Raw data is exported to BQ

Advanced Consent Mode



Pros Cons

Passes the Simo-test Collects far more than is probably necessary

Does what it promises regarding storage 
access

Questionable regarding GDPR

The model hides the individual The model is a black box

Raw data is exported to BQ Raw data is exported to BQ

The optics are not good

Non-zero risk 

The fox guards the hen house

Advanced Consent Mode



In what context is it OK to first ask for 
consent, and upon denial, continue tracking 
anyway without a minimal data footprint?



First-party data

@SimoAhava from @Team_SimmerDigital Analytics Summit
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Help the poor ad tech vendors
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tracking-domain.com

your-site.com their-site.co.uk some-other-site.org

id: abcd1234 id: defg3456 id: jklm6546

3P cookies partitioned



tracking-domain.com

your-site.com their-site.co.uk some-other-site.org
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Cross-site tracking with first-party data



tracking-domain.com

your-site.com their-site.co.uk some-other-site.org

email: a1b2c3d4 email: a1b2c3d4 email: a1b2c3d4

Cross-site tracking with first-party data Email Hash
… …
… …
simo@simo.com a1b2c3d4
… …
… …



Hashing is for security, not for privacy

It protects data at transit and at storage, but it 
isn’t strictly an anonymization measure

Unlike 3P cookies, 1P data is valuable for all 
parties downstream – far greater risk of data 
leak/breach than with cookie identifiers





First-party data relies on hashed personal 
data that can be linked to decades of 
browsing behavior. It demands more scrutiny 
than cookie identifiers.



Server-side tagging
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The curse of MORE DATA
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Validation

Anonymization

Enrichment

Consolidation

Protection
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Wishful thinking Reality check

Bypass ad blockers Who doesn’t love 
disrespecting visitors?

Solve 3P cookies Just…no

More, more, MORE data It depends, and stop 
shouting!

1P is always better Maybe…but is it worth 
it?

So… more control? Yes! You’re getting it!



Server-side tagging is a foundation for more 
control. It doesn’t lend itself well to data 
recovery, and relying on that will ultimately 
lead to disappointment.



Analytics without GA4

@SimoAhava from @Team_SimmerDigital Analytics Summit
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The hegemony is crumbling



Google Analytics 4 is a great tool

…if you’re using it to collect data to SGTM
…if you are happy with artificially limiting dimension cardinality
…if you’re OK with the legal and privacy risks it introduces
…if you’re mainly using BigQuery for analysis
…if you’re OK with unannounced and undocumented schema updates
…if you get giddy with excitement when it does the bare minimum
…if you enjoy a community focused on bug hunting rather than innovation
…if you’re cool with a confusing client-side / vendor-side processing model



Google Analytics Alternatives (Jason Packer)



Google Analytics 4 is a good tool. Honestly. 
But you are in no way obligated to use it or 
to stick with it. Do yourself and your 
organization a favor and shop around.



Digital Analytics Summit
10 Oct 2024

@SimoAhava from @Team_Simmer

You should have stopped with the pain



2 x Founder / Partner 

Blogger

Community no-lifer

Twitter

Mastodon

Simmer, 8-bit-sheep

simoahava.com, teamsimmer.com

https://join.measure.chat/

https://www.twitter.com/SimoAhava

https://masto.measure.chat/@SimoAhava



@SimoAhava from @Team_SimmerDigital Analytics Summit
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log(`Thank you, ${yourName}`)


