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By February 2024 we will start to require that bulk 

senders:

● Authenticate their email

● Enable easy unsubscription

● Ensure they’re sending wanted email

The message



Bulk senders

(*.)yourdomain.com gmail.com

5000/day



Authenticate email

aligned



Easy unsubscription



Sending wanted email



IP with forward/reverse 

DNS record

Use TLS for transmitting 

email

Authenticate with SPF and

DKIM

Publish DMARC record, 

at least with p=none

From: header domain aligned 

with DKIM or SPF

Visible unsubscribe link 

in the body

List-Unsubscribe headers 

(RFC 8058)

Spam complaint rate below 

0,3%

Requirements summary



Enforcement timeline

Temporary errors on non-
compliant traffic

Gradual rejection of non-
compliant traffic

Enforcement of DMARC 
and list-unsubscribe

February April June

…

…





Adoption by domain

DMARC policyAlignmentSPF and DKIM

50%70%85%



It’s about your domain



Thank you

maarten@postmastery.net


	Slide 1: How Google and Yahoo are changing the rules for email
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6: The message
	Slide 7: Bulk senders
	Slide 8: Authenticate email
	Slide 9: Easy unsubscription
	Slide 10: Sending wanted email
	Slide 11: Requirements summary
	Slide 12: Enforcement timeline
	Slide 13
	Slide 14: Adoption by domain
	Slide 15: It’s about your domain
	Slide 16: Thank you

