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Privacy by Design 

Your Data is a Train Wreck Without It
Clusterfuck
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Privacy by Design



“… privacy assurance must ideally 
become an organisation’s default 
mode of operation.”

Dr. Ann Cavoukian



Data protection through 
technology design





Proactive, not Reactive.  
Preventative not Remedial.

Principle 1



Privacy as the Default Setting

Principle 2



Privacy Embedded into Design

Principle 3



Full Functionality.  
Positive-Sum, not Zero-Sum

Principle 4



End-to-End Security. 
Full Lifecycle Protection.

Principle 5



Visibility and Transparency

Principle 6



Respect for User Privacy. 
Keep it User-Centric.

Principle 7



• Hiring a Chief Privacy Officer

What Privacy by Design is not
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• Hiring a Chief Privacy Officer 

• Watching privacy training 

• Completing a checklist 

• Add a privacy notice to your site 

• Getting a certificate

What Privacy by Design is not



Privacy by design aims to 
create a privacy conscious and 

user-friendly environment.



You are responsible to know on 
what regulates the data you work 

with



Less framework. 
More guidelines.

Let PbD guide your strategy, not be your strategy.



Proactive, not Reactive

• Perform a DPIA or PIA

Privacy Impact Assessments 



Proactive, not Reactive

• Perform a DPIA or PIA 

• Mitigate risks before they arise

Privacy Impact Assessments 



• Data Minimisation

Incorporate Privacy  
Privacy as a Default
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• Data Minimisation 

• Purpose  

• Retention

Privacy as a Default
Incorporate Privacy  



• Differential Privacy

Privacy Enhancing Technologies 
Privacy embedded by Design



• Differential Privacy 

• Synthetic data
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• Differential Privacy 

• Synthetic data 

• Pseudonymisation/
Obfuscation/Data Masking 

Privacy embedded by Design

Privacy Enhancing Technologies 



• Communicate across teams

Work towards business goals
Full functionality. Positive-sum, not zero-sum.



• Communicate across teams 

• Understand requirements

Work towards business goals
Full functionality. Positive-sum, not zero-sum.



• Ensure that your data is secure 
for the whole life cycle
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End to End Security
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• Ensure that your data is secure 
for the whole life cycle 

• Storage 

• Deletion 

• Access controls

Keep it Secure
End to End Security



• Data maps

Ensure Transparency
Visibility and Transparency



• Data maps 

• Clarity about what is being 
processed

Ensure Transparency
Visibility and Transparency



• Data flow maps 

• Clarity about what is being 
processed  

• Policies
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• Data flow maps 

• Clarity about what is being 
processed  

• Policies 

• Notices

Ensure Transparency
Visibility and Transparency



• How can users access and 
control their data?

Empower the User
Respect for user privacy. Keep it user-centric.



• How can users access and 
control their data? 

• Allow for data portability

Empower the User
Respect for user privacy. Keep it user-centric.



Why?
Why..Why..Why..Why..Why





What if…



How do we un-clusterfuck 
your data?



Privacy must be considered integral to 
the innovation process. 



PbD is a set of beliefs that serve as 
a foundation for decision-making



Intended to guide organisations in 
making ethical, moral, or logical choices.



Provide an understanding in how to approach 
various situations and help ensure consistency, 

fairness, and integrity in the processes.



An integral foundation that guides your 
understanding when making a decision. 



Thank You 🤓

Link to additional resources: ssolberg.com/pbd-resources

http://ssolberg.com/pbd-resources

