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History of spam / first ‘marketing’ campaign

i o
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The first spam email was sent in 1978 over
ARPNET by a guy named Gary Thuerk.
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We’ve come a long way...

00 YEARS OF EMAIL

AOL mail: Yahoo

n ns
gt You've got mail Yahoo launched its free The iPhone
DARPA proposes a series AOL turns internet mail email service in 1997,
of standard features for from an add-on to a core adding another option for Email truly goes mobile
an email system for much feature, offering a free users to gain access to on June 29, 2007 when
of what we are familiar email address as part of email outside of their Steve Jobs introduces the
with today its home dial-up internet. internet provider, new iPhone.

v
CompuServe includes Hotmail Gmail

email in d'a"u‘) Service Hotmail offers free web Gmail launches its free

Programmer Ray Tomlinson CompuServe launches mail service to anyone Gmail service on April 1, !
routes electronic mail to first email program with an internet connection, 2004, offering a full 1GB CIOudHQ
individual users, thus designed for home users driving millions of people of storage to its users .
known as the “invention” to exchange messages. to sign up for free accounts. https://cloudHQ.net
of network emall.




How a Botnet works

0 Infe[cted Macllline 0
Bot/Zombie
Infection Connection
Cybercriminal
Malware (Botmaster) Command &
Control Server (C2)

Distripution

Botnet

EMSISOFT
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World wide email spam rates 2014 — 2022
Kaspersky/Statistica

T9%
TO0%
65%
G0

55%

Share of spam in e-mail traffic
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40%:
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https://securelist.com/spam-phishing-scam-report-2022/108692/ 8
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3 Pillars for good email deliverability

Fantastic

Infrastructure
/
Authenticatio
n

Subscriber
engagement

Y %
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Authentication

Validates if the sender is
on the domain’s whitelist

BIMI
Lets domain owners
specify which image DKI M

appears alongside

aUtheMica.ted WHAT DOES me\s/:l:(gieatjssir:;ePKl
messages in
recipients’ EMAIL

inboxes AUTHENTICATION
SOLVE FOR?

ARC

Allows
authentication
information to

survive complex DMARC

routing, so even

forwarded messages Ensures that the domain the user
and mailing list sees in the visible From: has
messages can be been authenticated by SPF
validated and/or DKIM

5 key interlocking standards: SPF, DKIM, DMARC, ARC, BIMI

)
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DMARC adoption statistics.

SPARKPAST

Percentage of Senders
Enabling Authentication by Type

s SPF5/7%
* DEIM B4%
* DMARC HbB%

« BIMI ]E"-l"-:-

EMAIL IN 2022 report.

https://messagebird.com/docs .- ._‘4
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DMARC adoption statistics.

Chnarcian
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Report of top

https://dmarcian.com/top-100-retailers/ 100 retailers

no DMARC record

Migros
O'Reilly Automotive

Pg:spacific lnternational
s G tores
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DMARC ISP updates

i e

WEB.DE

‘ Strict DKIM alignment is very strongly recommended.

DMARC (reject) is now recommended.

The new policy can be found here (https://postmaster.web.de/en/email-policy), here
(https://postmaster.gmx.net/en/email-policy) or here (https://postmaster.mail.com/en/email-policy).
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DMARC failures in sports

(x) DMARC

Your domain does not have
a DMARC record. Your
domain is at risk to being
abused by phishers and

spammers.

€800,000 to a 47-year-old man from Doetinchem.
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List quality vs relationship

Good Bad
marketing marketing
practices practices

Double Affiliate § § Rented § §Purchased

You're borrowing someone No
else’s relationship relationship

The recipient asked yot
to contact them

You used trickery to get their email address

cakemail.com

Y %
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DISPOSABLE DOMAINS

These scary creatures are created to do sneaky evil things.
Disposable Domains only exist briefly, but can hount
wo«uwwvamuyoumw. they will
explode all over you, Which Is gross. The only way 1o get
Fid of these lurking creatures is with email hygiene.
Verification traps are not encugh to cateh these
) explodable domains,

,.}

Weu!.__lh_ T Sauivny uca Quatey Lxparts a6 Webtuka com

7N e @
B ¢
WALICIOUS MOTES 22

1ow the surface. 2
botrow unolrg,round, just belok
They

expect it
5 whven you jeast
woring 10 5pAIAE LY your activities 1o NS

NOUViNERS
HSODUYD LVESL

¥ ccovasrcsns
i M(ws\mcm?ﬂﬂw‘“z g YOU- S[ D D ﬂ( E S
Thelr ol N ouen they are Watd 5
newest o you ghve oy, ey S might These fhtie trauble makers are everywhece, waching.
% mr‘imm,w-. iote in 3 poRCE COSUDE: ceporting and keeping tabs on everything you do.
« 7\‘0?\8“6!\)’\"
Trick of Weat

No one has ever seen thel Overford masters and fived
10 teil the tale. There is one behind you...
.-and now it's gonel All you can do is have
Webbula spray for them, It works..,
. but foe how long?

eyl
5 s Quaey LS 2
& webb\la_,, 1D na Lo st

% webbula

" Te Ovarioed Oues Qualty Fxparts at Webbuks com

NOHSHIIANOD
0PI IYFHL

ccen Tkt 104 1)

de b TOMBIES

Relax, these types of Zombies arentout for brains.
They are emaits feft over from decedsed persoas.
Mwon!:aweﬂ-lmﬂwwxmmw
connected to some teuly Nasty SPam Lraps NOW.
Your Zomble Verification senvice can't detect them.
Luckily Emad Hygiene has the power 1o detect Zombies

} Before the apocalypse hits your emall data.

v'. § m‘a e Ui Dot iy (33ars B Webtedh.com

oo 1o 1)

SCREAMERS

Imagine ghing a cute ltle child candy and then having
them yell &t you non-stop for doing k7 That's what
Screamers do! These ungrateful Iittle monsters are

never happy, no matter how nice you try o be,
Theyl réport you to the authorities, which in this case
can damage your neighborhood reputaion
or get you ona blacklist. That's bad.
& webbula

ha Sgciky Oacs Quualey fparts st Webbuds com

o \
Bl @ =
£8 S
w‘:’% = s
Sanil S !

BOTS -

Best to'stay far away from these artificial nemests.
The bot horde was created to submit fake information

In your sign up forms to eternally haunt your metrics,
Don't be focled, these evil bots want to overioad
YOur system and hack your Information,

All you can do I pray and contact Webbul,
Quickly,

1
BIWebbUA 1, oy s i

13
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“ SHADOW DOMAINT

o These mysterious shadowy manipulators are

‘., u

tehind
They are watchy

10 cateh ¥

1
aly podging ¥

1 whos ur

reaters- A

s preparing for 8 bot Invasion.
candy ©

v ) pUL YOu
aygu ShOV d ey

Vhide no one
can know their true intention, rest assured
the folks at Webbula are keeping the ight of
<y

email freedom burning day and night

& webbula

The ftarnal Gcs Gublty Exparts e Webtuds.com

e Data Quality Bxperts

Cahoots with the bot hordes. The few spies that have

returned from their shadowy reaim suggest they are

D e
_‘ _no’i‘tvr’dn

HECRN AT § 4 1)

SPAM TRAP

Did you notice the polson hiding in your Halloween candy?

Probably aot. s

r punty oid

oven

-method

was hovented In'the

place!
Don't poison your emall candy
Think of the chddren. % webbua

e Grostinsting O st
Ot Quurtey Eparts 1 Wedduss com

% webbula

The brvena Daca Qraatty Expurts o€ Wesbsola com

e

NOISEIANGD
UNODIYD IVIL

o hrtat 0122 1) 5
B Bt CREYI 577 DUPLICATES  DUPLICATES
W 250w, s ”ﬁoc,w ITI”G There is nothing wrong with twins, when they are yours.
%'e.», B 73 drg o - -
0 3crk 03 o s 0% fro,y But Duplicates at twice as much fo0d,
<«
Nt 5, much candy, a0 make tw
W o, i3
R when they ge¢ Into your emalt data.
s 9 (i Wiy send two emaits when one should o it?
evec 5 ¥
T Duplicates e 1o waste résources.
YoUr hagy And they hog the colch.
2 ®fwebbua' U e
"“‘«mg,,,

webbula.com 888.993.2285



Domain distribution

Mailbox provider
market share

M

Gmail: 47% Yahoo: 17%

AOL: 6%

Aol.

_ @ kpn

@ Top Websites Ranking for Email in the Netherlands

Rank

10

1

12

Sites

[Zj Ziggo — htt

Mail (Ziggo) — htrps//m: n
Log hier direct in op Ziggo Webmail. Overal en altijd bij je e-mail, agenda, social media, foto’s en bestanden.

Mijndomein —h:

outlook — hrtps//wwwlive com
Gel free Outlook email and calendar, plus Office Online apps like Word, Excel and PowerPoint. Sign in ko access ...

WWW.MaILCom

Mail.com — heios
Email how it is supposed to be: + Free, simple and secure «+ Manage multiple mail accounts in one place, from a...

FastMail —~ip

GMX — e fwww.gmix.com
Personal & professional email » 100% Free » spam filter » Convenient mail collector » Mobile app » Register ...

10 Minute Mail —htt Ominutemail.com
Get a free anonymous secure temporary disposable email address to beat spam. Avoid spam with a free secure ..

10 Minute Mail —hit
Temporary disposable email service to beat spam. Avoid spam with a free, secure 10 minutes email address. Use...

.10minutemail.net

guerrillamail.com

(‘1 Guerrilla Mail — hetp W
, Don't want to give them your real email? Use a temporary email. No registration, lasts 60 mins. Protection from ...

Mailbox — i+

w.mailbox.org

Global Rank

401999

405529

4597975

167

778

3008

3059

3245

6049

7013

7483

InboxWizards



o T
Global inbox placement rates
Global
deliverability
performance

Canada: 90% United Kingdom: 89.8%
China: 82.7%
Brazil: 86.9%

Inbox: 84.8% Missing: 9.1%

s‘H

o

Germany: 87.8%
United States: 84.6% Australia: 89.7%

France: B8.7%

’ Deliverability issues - $15k s
dollars per M sent ; ‘4
https://www.validity.com/resource-center/2023-email-deliverability-benchmark-report/ InboxWizarsgl



FIGURES

Deliverability
performance:

Apple

Spam: 22.9%

Inbox: 66.3% Missing:10.8%

Rumour on the rumour
mill....ios17 shall strip out
utm’s of the URLSs..

«

https://www.macrumors.com/2023/06/17/safari-link-tracking-protection/
InboxWizamsgs
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Y@ GLOCK APPS

Choose the e ®

right IP address

Implement Email
Authentication

How to Improve
Email Infrastructure

Warm up the
IP address /;

\sﬁ-—

Segment by
IP Address

Sign up for
Feedback Loops

—— -

Take Care of the Monitor Blacklists +
Domain Reputation (‘\
+ el

InboxWizarsls



Contact Engagement Cycle

“What have you done for me lately?”

0-30" 30-90"\ 3-6 6-12 +12
Days \\ Days \ Months Months Months
\ AN
A NN A NN
A LY AR ARy
Activel Recentl .
Engaged Engaged Unengage Needed
- Your advocates -Respect the -Losing interest, - Implement -Should not be mailed
- Message at higher lifecycle and that’s okay! re-engagement -Potentially harmful
cadence and - Message in -70% List turnover  campaign to Deliverability
frequency regular intervals Strong candidate
for removal
*This might not be relevant for your product. EG ’-‘)
o .k_

B2B/Industry customers who rarely purchase Inbox Wizargs



Blocklists....a word to agencies

G&: apamcop.net S&RBS

LET'S FIGHT SPAM TOGETHER.
SPAMHAUS

y HEE oA pamyy oEg S SRR E JPES FEFa ¥ M i EEER B Al FAEN PR F 4

e, 7™ R ed . faadoaa ™ WS TV Gd TR

>X abusix

'y

Challenge: Agencies face when managing ESPs about IP blockages. + et

g g ging g -
|nbox\X/izc1r§§



Filtering technologies

FEEDBACK FILTERS PASS/FAIL FILTERS

Barracuda (CD m AOL (CD

Spam score: 0.87

0.17  BODY: HTML has a low Apple Mail 8 13
ratio of text to image area
0.00  BODY: HTML in message Cloudmark GD . .
0.60 Subject contains popular * e mo I I on G CI d
marketing words m Fastmail G by sinch

B2 Google Apps GD XD cmail GB

Failed Google Apps Spam Filter
m Hushmail CD
Spam Assassin (Z19

Spam score: 1.1 m Outlook 2013 (19
11 URIBL_GREY Contains an
URL listed in the URIBL EZE Yahoo GD
)
Y %
.
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Filtering technologies

Global filtering
company market share

Proofpoint: 46%
Barracuda:15%

Mimecast:15%

Cisco Email Security: 13%

Other: 1%

W

-\7 2023 Email Deliverability Benchmark

Y %
InboxWizarss



Promotion



Seedlisting / Inboxplacement tests

Email Placement Results

Inbox

92.3%

Email
llionelcohenbr@gmail.com
bbarretthenryhe@gmail.com
lawrenceleddylr@gmail.com
tinamallahancr@gmail.com
lenorebayerd@gmail.com
clerawilliamsonwg@gmail.com
silviacopelandqy@gmail.com

daishacorwingx@gmail.com

Gmx

Email
verifycom79@gmx.com

verifyde79@gmx.de

Hotmail QEITERIINTEY

Email
frankiebeckerp@hotmail.com

yadiraalfordbj@hotmail.com

Tabs

5.8%

Delivered to
Primary
Primary
Primary
Primary
Primary
Primary

Primary

Primary

Delivered to

Delivered to

2A01:

2A01:

2A01:

2A01:

2A01:

2A01:

2A01:

2A01:

Sender IP
111:F400:FESA:0:0:0:70D
111:F400:FESA:0:0:0:70D
111:F400:FESA:0:0:0:70D
111:F400:FESA:0:0:0:70D
111:F400:FESA:0:0:0:70D
111:F400:FESA:0:0:0:70D
111:F400:FESA:0:0:0:70D

111:F400:FESA:0:0:0:70D

Sender IP
40.107.244.123

40.107.244.114

Sender IP
40.107.244134

40.107.244.134

SPAM

0

o

%

SPF

SPF

SPF

Sender Score

Sender Score

Sender Score

Missing
1.9%
Black Lists Delivered in
0] 5 sec
0] 5 sec
0] 5 sec
0] 5 sec :
0] 5 sec
0] 5 sec
0] 5 sec
0] 5 sec
Black Lists Delivered in
0] 6 sec
0] 6 sec
Black Lists Delivered in
0] 9 sec
0] 7 sec - mh
Y %

 —-
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Configure your infrastructure

© Authentication Results

@ MX-record Sender

@ MX-record Returnpath
© SPF

@ DKIM

© DMARC

@ Domain Alignment

& DKIM Alignment strict

Download Domain Settings

anboxSys

© Reputation

Y Spamassassin

[ SenderScore

== SNDS: i

© MTA configuration

@ ReverseDNS

® HELO/EHLO

O TLS

INBOX

O :

TLSv1.3

&
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analysis for 143.244.84.118 (%)

IP Monitoring

125

100

- PTR

-+ SNDS

<& SenderScore

=i~ dnsbl-2.uceprotect.net
=¥~ dnsbl-1.uceprotect.net
-8 dnsbl.justspam.org
-+~ spam.dnsbl.sorbs.net

73

30

23

Highcharts.com

IP Hostname whois blocklists wishlists SenderScore &2 SNDS rDNS

143.244.84.118 bd77e9k.bf08.eu 1.hubspotemai|.net SORBS uceprotect.net LEVEL 1 uceprotect.net LEVEL 2 @ ? @

%
Y %
InboxWiza @jp



Install relevant postmasters

Domain reputation @

——— Domain reputatiof

High Sender Score
j=]
= .
s] Med
Lﬁg edium
=
il
IS
3
2 Low
o

Bad

20 March 2023 13 20 April 2023 10 17 24 May 2023 8 15 22 June 2023
Activity peried [*] Complaint rate ] | Trap message period [?] |Trap Sample HELO [*1 | JMR P1 Sender [*] Comments [7]

commands [?’] |commands [?] |recipients [7] [result [7]

Abuse reported for: info@scpauctions.com

6/17/2023 1:00 AM -
6/18/2023 1:00 AM

6/17/2023 1:00 AM - 1706 < 0.1%
6/18/2023 1:00 AM

6/17/2023 1:00 AM - 451 < 0.1%
6/18/2023 1:00 AM

6/17/2023 1:00 AM - 448 < 0.1% o

6/18/2023 1:00 AM

GOOD

‘&
-
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Analyse your bounce rates & logs

Delivery error statistics

632...

h Invalid email
37.03% =L

QOther reasons

Domain does not exist

17.56% 31.17% Bk

Domain does not exist

17.56%
‘l Spam by server

12.66% 0N

Mailbox full

1.42% [EIN

Marked spam by user

0.16% [

L 3
Y %
InboxWizargl



Before BIMI

1135000 REJdV/
= Search in emails
Primary

»Prashant ..., Prasha... 3 11:35 am
Sending email to check appear...
Happy to see the logo appearing... W

B image002 ® image003 +1

1:32 am

w

992 new

BIMI (Brand Indicators for Message Identification)

After BIMI

13500 o wiEyYyV -

= Search in emails

Primary

é‘ ® Prashant ..., Prasha... 3 11:35am
Sending email to check appear...
Happy to see the logo appearing... W

Add trust - yourlogo
next to your email

&
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Redundancy
package



Alphabet Email

Alphabet Email

LogIn Register

Deliverability -> Engagement

Google
Postmaster

Email performance analysis.

« Access data and diagnostics

« Allows senders to troubleshoot
deliveribility issues

« Spam reports

+ Feedback loop

Your toolbox to the inbox.

REGISTER TODAY

Microsoft
SNDS

Improve reputation with
Outlook.com

« Data to help you keep your mail
list clean

« Data to help you monitor IP
reputations for unusual behaviour

© 2023 Alphabet Email

Validity
Sender Score

How mailbox providers view you

« It measures the health of your
email program and IP reputation.

« Is a number between 0 and 100
that identifies the quality of your
sender reputation

36
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b4

Key points

DMARC

BIMI

Monitoring

Alphabet Email

Y %
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ThankK You

# Never you mind

+44 7776 815127

anthony@inboxwizards.com

‘&
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